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What you should already know..
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How can we help?




(_l E, Center for Intermet Securitly” CIS cu“trﬂIs

First 5 Ci5 Controls
i E ' | : Inventery of Authorized and Unauthorized Devices
o : Inventory of Authorized and Unauthorized Software

: Secure Configurations for Hardware and Software
: Continuous Vulnerability Assessment and Remediation
: Controlled Use of Administrative Privileges

: Maintenance, Monlitoring. and Analysis of Audit Logs
: Email and Web Browser Protections
: Malware Defenses
: Limitation and Control of Network Ports
: Data Recovery Capability
: Secure Configurations for Network Devices
: Boundary Delense
: Data Protection
: Controlled Access Based on the Need to Know
: Wireless Access Control
: Account Monlitoring and Control
: Security Skills Assessment and Appropriate Training to Fill Gaps
: Application Software Security
. Incident Response and Management
: Penetration Tests and Red Team Exercises

Critical Security Controls v6




The first 5 controls

Cls. US-CERT. ASD. and other authorities {"-’ii'i' itize these f.l'-..'l:—' elements of -;j:.'_-,,".'"lEe-" ]-I:,"-;;IE-"]{:_' 1O f-.|u:__';||'||f-:_".§11."'-'[;f:-'

reduce securily threats.

Inventory of authorized and unauthorized devices
Inventory of authorized and unauthorized software
Secure configuration

Controlled use of administration privileges

Continuous vulnerability assessment and remediation




Recommendations across the world...
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Discovery




el “You don’t know what you don’t know”
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Patching shouldn't be difficult...

Understand existing and
ongoing vulnerabilities.

36% of Vulnerabilities are
in third party applications.

Patch data centers and
workstations.

Patch operating systems
and applications.




Simple

Automated

Multiple OS support

Large 3rd-party app
support

SCCM integration




e Application Control is Essential

Prevent unknown ransomware | Application Control

@ Sror Towrserd  rot pufored & waecute CRYFTOLOCHER EXE

Only allow apps to run that
were Iinstalled by a trusted user

Do yosu want Lo albows the following program 1o make
¢ changes o Thes computes?

Control both authorized and
unauthorized software e e
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Raise, lower, or eliminate > 7
privileges on a per-user,

application at a granular policy
level




Service

Management




Service
Management

Respond to PlI
requests

Automate workflows

Audit requests and
changes

Respond and
automate should a
breach occur
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Service
Management

A powerful automation engine, on premises or Saas...
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Reporting and Analytics

» Stop depending on specialized
staff for dashboards and use
self-service access ey T :
Gain comprehensive insights— i m
view |T status, track
performance, and assess risks L - —

. 37
to take action Unassigned

Find lost assets, unused
services, or vulnerable devices
via real-time views
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Summary

« GDPR is happening, although it's not a point in time.
There is no one-solution fix.
It's more than just a technology challenge.
Understanding and Securing Pll data is key.

Protecting users and endpoints is fundamental.




Thank You




